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Incidents

ID / Created

108655
10 JUL 2020

108600
108582
10 JUL 2020
108528
10 JUL 2020
108554
0 JUL 2020

108656

0JuL2020

o]

Priority

| NORMAL

Kasper:
Man

Monitoring
Incidents
Assets
Settings

About

v

ed

Q

m

ction and Response

Resolution

True pesitive

True posit

Assets

Asset name

DC

SKAB-X64-RS5
TS-KSC
DESKTOP-PIHFDO6
MINILAPTOP
WIN-143274GOVFK
VN-VIRTUALBOX
TS-USER8
DESKTOP-6QEB30OF

TS-EXCHANGE

ok

Summary

Opening a malicious document on JERRY.soc.lab

Suspicious activity on host RENAT soc.lab

Next » 10 entries per page v

Assets Tactics

JERRY.soc.lab TAQ0002:Execution

T.soc.lab. delsoc.lab

Applications Interfaces Tenant
KES11.4.0.233

KES 1111126

KES11.4.0.233

KES 11202254

KIS 21115500¢c

KEA 3511199

KEA 353411

KEA 393411

KIS 21115500a

KES 1140233

Entries: 1-10 / 20 total

A000S: Dafense Evasion, TAQ003:Persistence, 1 more.

Receive a CSV report by email

Lastseenage |

about 3 hours

about 3 hours

about 4 hours

2 days

3 days

4days

5 days

8 days

9 days

9 days
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= Incident 108600

Kacoersky
Managed Derecoon and Response

PresalesDemol.ab Summary
Manitoring
Incidents.
Assets
Setings

About

Affected

Affected assets (2]

Asset 1D

Description

1 2020.03.26 13:27:41
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Managed Detection
and Response



Kaspersky Symphony MDR

KpyrnocyTOuHbI
MOHUTOPUHI

O630p BCEX 3aLUMLLEEMbIX
[PECYPCOB C X TEKYLLMM
CTaTycom

XpaHeHe HeobpPaboTaHHbIX
OaHHbIX B TeyeHne 1 mecsua

ABTOMaTNYECKI CueHapum pearmpoBaHus
MOWVCK Yrpo3 N aBTOMaTNYECKOE
pearnpoBaHne Ha MHUVAEHTDI

KoHconb ynpasneHus XpaHeHmne NncTopuy
C NaHens My MOHUTOPWIHIa NHUMOEHTOB 6€30MacHOCTU
1 aHaANUTUNYECK MY OTYETaMI B TeueHVe 1roga

KoHcynbTaumy aHanutrkoB SOC «JlabopaTtopun Kacnepckoro»




Mopnep>xnBaembie nnaTpopmbl

Platforms

Windows Desktops

Windows Servers

Mac OS Machines

Linux Machines

Kaspersky Endpoint Security for Windows

Kaspersky Security for Windows Servers

Kaspersky Endpoint Security for Mac

Kaspersky Endpoint Security for Linux

Kaspersky Security for Virtualization Light Agent
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YpoBeHb KPUTUYHOCTU Bpemsa peakunm LleneBon nokasaTtesb
High (Yenosek nnu 60nbLUoe BANGHNE) Ty 90%
Medium (BINO, HeT noaTBepxaeHns Yenoseka) 4y 0%
Low (IMHIMO (PUP), manbiin prck ) 24 4 90%

Nupopmaums
Q) o
Kaspersky Managed
B Mowror @ Detection and Response
= " Bpems c MmomeHTa [ong konmyecTsa NHUMAEHTOB,
0 aBTOMaTNYECKOro N9 KOTOPbIX BbIMOMHAETCS
= 06Hapy>xeHud the (Bpems meTpuka SLA
& Mapavers createdAt anepTa) oo
S ny6nvkaLmm Ha nopTane

MDR/API (Bpems publishedAt
VHUMOEHTA)
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BkniouaeT EPP-peleHne BknioyaeT 6a30Bble

(Kaspersky Symphony EDR-BO3MO>XHOCTU

Security) ons 3awnThl (EDR OnTrMmanbHblIi)

BCEX B/OOB XOCTOB OJ19 CAMOCTOSATENTbHOrO
KOHTPONS

BonbLue aBToMaT3aunn Bonee 1000

0N CTaHAAPTHbIX

cLeHapyies NHOWMKaTOPOB
atak (lIoA)
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YnpaBneHune 13
Kaspersky
Security Center

BbiogeneHHas komaHaa
9KCMEPTOB MNPOBOIO
YPOBHS
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YBEPEHHOCTb B TOM, CoKpalleHe pacxoaoB 13-33

YTO Bbl HAXOONTECH MOL, OTCYTCTBUSA HEOOXOONMOCTI

MOCTOSIHHOW 3aUTOWN HaHnmvaTb VIb-cneumnanncTos
L]

DOl

BO3MOXHOCTb NOb30BaThCH NpenmyLlecTesamu LieHTpa SOC,
HE MES ero BHYTPU KOMMaHU



Iouemy «JlabopaTto
Kacnepckoro»
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YHUKasIbHbIX LEHTPOB
SKCMNepPTU3bl
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